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with the customer’s private key. Because these actions take 
place within the hardened system of the card reader, the data 
cannot be read or manipulated by attackers. A high level of 
security is thus assured. 

 

TRAVIC-Sign is also available as a smartphone app. In this 
scenario, it operates in essentially the same way. However, 
communication is triggered by a servlet interposed between 
the web application and the smartphone. The servlet checks 
regularly to see whether an order is available that requires 

TRAVIC-Sign:  
high security 
creates user trust 

Usage scenario 
Do you want strong customer authentication to protect your 
web users from fraud and data manipulation? Do your custo-
mers use a browser to access your internet application? If so, 
you can integrate TRAVIC-Sign into your software and offer a 
browser plugin to your customers – available for Chrome, 
Firefox, Internet Explorer, Edge and Safari (MacOSX only).  

TRAVIC-Sign’s browser plugins work in combination with a 
ZKA Secoder-compatible chip card reader or the latest TAN 
generators of the Deutsche Kreditwirtschaft (DK, German 
Banking Industry Committee) to secure communications 
against trojans and viruses. 

A simplified version of the process is shown in the diagram. 
Communication is triggered when the user sends order data 
(e.g. for a credit transfer) to the web application. From this 
data, the server creates a description and forms a checksum. 
Both data blocks are signed by the server with a private key. 
The order description and checksum are transmitted to the 
customer together with the bank’s signature. 

The description appears on the card reader display for verifica-
tion. Once the user confirms the order, the card reader checks 
the bank’s signature. The card reader then signs the checksum 

TRAVIC-Sign can be integrated into portals easily and conveniently. Which  
is why the PPI solution is used so widely in financial institutions. 
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Simple, convenient, secure 
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For questions an further information: 
 

 

Jeannine Hoffmann 
Sales 
T  +49 40  227433-1622 
M  +49  160 88 0 84 53 
jeannine.hoffmann@ppi.de 

PPI AG 
Moorfuhrtweg 13 
22301 Hamburg 
Germany 
www.ppi.de 

Overview 
 

TRAVIC-Sign is a software solution for the creation and 
checking of digital signatures. For payments, TRAVIC-
Sign allows customers to check and confirm orders using 
the signatures supplied by the bank. It also enables 
customers to securely authenticate orders through the 
creation of an EBICS or FinTS signature. This secure 
authentication functionality can be applied to any com-
munication involving a web application, in any industry. 
Signed data can thus to be ascribed to a specific person 
with complete certainty. 

signing. If an order is found, the order description, checksum 
and server signature are transmitted to the app. Order con-
firmation, verification and signature creation take place on 
the user’s smartphone. The private key required for the ope-
ration is saved on the smartphone in a specially protected 
area and coupled to its hardware. This guarantees a level of 
security similar to the TRAVIC-Sign plugin. 

Scope of functions 
TRAVIC-Sign’s functionality depends on whether it is being 
used via a browser or a smartphone app. 

The main function of the browser plugin is the capacity to 
check and create signatures. As described above, the nec-
essary keys can be saved on a chip card. However, a file or 
a USB token can also be used as the source for the key. This 
makes it possible to use a SWIFT S3Key in the TRAVIC-Sign 
browser plugin. 

If needed, signature checks by TRAVIC-Sign can be extend-
ed from individual orders to cover all communication with a 
server application. 

The plugin is integrated into older browsers either via the 
Netscape Plugin API (NPAPI) or via a specific Microsoft 
interface for older versions of Internet Explorer. The WebEx-
tensions API is used for more recent browsers. Card readers 
are connected via the PC/SC interface. 

DK standards are supported as security procedures: 

• RDH-1 to RDH-10 (FinTS, HBCI) 
• RAH-7 to RAH-10 (FinTS) 
• A004, A005, A006 (EBICS) 
• ZKA TAN generator (HHD 1.4) via USB or Bluetooth 

Integrating TRAVIC-Sign on server side is simple. Data is 
exchanged via the HTML object tag. This data is not limited 
to the order and the associated checksum and signature – 
look & feel data can be incorporated too. Hence the plugin 
display can be adjusted to match your corporate design. 

Functionality for the TRAVIC-Sign app is less wide-ranging 
than for the browser plugin. The core signature checking and 
signature creation functions are identical.  

As security procedures, EBICS A004, A005 and A006 signa-
tures are currently supported. Other procedures can be inte-

grated on request. These can be used in place of a password 
when logging on to a portal. 

The TRAVIC-Sign app can be white-labelled in the same way 
as the plugin. Integration into an existing portal is made easy 
thanks to the API supplied with the software. Users can scan 
a QR code to initialise the app, making the setup process 
easier. 

The benefits for you 
TRAVIC-Sign makes security simple. With TRAVIC-Sign, you 
can offer your customers a secure and user-friendly commu-
nications option. This creates user trust.  

TRAVIC-Sign keeps your interface simple, saving you the 
expense and hassle of costly integration projects. 


