
Overview TRAVIC-Sign is designed for financial institutions 

and computer centres that want to use strong 

security processes to offer their web applica-

tion customers more protection from misuse and 

data manipulation.

TRAVIC-Sign enhances the browser so that a 

smartcard reader or a security token can be 

accessed. This enables customers to use the 

strong security processes of the German Bank-

ing Industry Committee (DK).

TRAVIC-Sign can be integrated into portals easily and conveniently. Which is why the PPI solution is used so 

widely in financial institutions.

TRAVIC-Sign
Secure authentication with digital signature in internet portals

In the short term, the minimum requirements for the 
security of internet payments will lead to a boom in 
strong security processes via smartcards or tokens. 
With TRAVIC-Sign, portals can be extended easily. 
TRAVIC-Sign provides:

 � Easy integration
 � Adoption of the look & feel
 � FinTS, EBICS and Secoder signatures
 � Reloading of certificates
 � Comprehensive smartcard PIN management
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Support of all the main processes

TRAVIC-Sign is the plugin for smartcard-based security processes with digital signatures in portals and HTML 

applications.TRAVIC-Sign supports the Secoder and the signature processes of HBCI/FinTS and EBICS.

The Secoder smartcard reader and the DK’s current TAN gen-
erator provide the highest level of data security: The data to be 
signed is shown in a separate display that is protected against 
manipulation. The signature is generated in the smartcard 
reader, which itself is protected against viruses. The Secoder 
and the TAN generator differ only in terms of the cryptography 
processes used.

Digital signatures and TANs protect order data – e.g. pay-
ments, inventory changes or product sales – by means of an 
advanced signature that is linked to a person. Signed data can 
be assigned reliably to a specific person. TRAVIC-Sign enables 
the two-factor authorisation for a web application: factor 1 is 
the knowledge (PIN) and factor 2 the ownership (smartcard or 
token).

The web applications of financial institutions always require  
TRAVIC-Sign when an EBICS or FinTS signature is being gen-
erated. And TRAVIC-Sign is also indispensable for a secure 
Secoder signature in the portal. 

A range of chip applications that can be used with secure mes-
saging communication can also be integrated into web applica-
tions using TRAVIC-Sign.

  Protection against manipulation

When it comes to the security of calling up and 
displaying, TRAVIC-Sign is a hardened application. 
Every time the web application calls up a func-
tion in 
TRAVIC-Sign, this can be secured with a signature of the web 
application. The signature secures selected call up and display 
data. TRAVIC-Sign checks the signature used and only allows 
call ups from known sources. If the signature is incorrect 
because an incorrect key has been used or because the call-up 
data has been manipulated, TRAVIC-Sign displays the error and 
ends the session. In this way, a secure connection is created 
between the TRAVIC-Sign instance and the assigned web 
application.

Additionally, TRAVIC-Sign shows the transferred display texts 
in the display of the smartcard reader. Here TRAVIC-Sign 
checks firstly whether the browser window has been replaced 
by a Trojan on the local work station, and secondly whether 
the text is displayed in full. If there is an error, TRAVIC-Sign 
outputs a message and only starts working again when the 
problem has been solved.

These elementary features make it impossible, with the cur-
rent technology, for attackers to display manipulated texts to 
the user without being detected.

  Scope of functions

For performance reasons, TRAVIC-Sign has been developed 
natively for Windows, MacOS and Linux in the C/C++ pro-
gramming language. Each variant is supplied as a self-con-
tained plugin. A Java Runtime Environment is not required.

The standard used for the integration is the Netscape plugin 
interface (NPAPI) supported by the relevant browsers. For 
Internet Explorer, TRAVIC-Sign uses the specific Microsoft 
interface. For access to the smartcard reader, the PC/SC inter-

02



Easy integration into portals

TRAVIC-Sign can be integrated into portals easily and conveniently. Which is why the PPI solution is used so widely 

in financial institutions.

face is used. TRAVIC-Sign also works with driverless smartcard 
readers of the DK standard.

On Windows, along with smartcards via the connected smart-
card reader, TRAVIC-Sign also supports key pairs that are 
located in the Windows certificate store or are logged in there 
(e.g. USB tokens). In this way, the signature can be formed 
using a 3SKey from SWIFT, for example.

  Integration capability

In a browser session, TRAVIC-Sign uses the screen for display 
purposes and for the user to control the session.

TRAVIC-Sign supports the individual look & feel of the web 
application with the following optional functions:

 � The web application can determine the call up of all the 
display texts. In this way, any text can be displayed in any 
language.

 � The web application can pass all the buttons via graphical 
elements in the call up. In this way, the style elements of 
the web application can also be used in TRAVIC-Sign.

If the mechanisms for the individual design are not used, the 
standard buttons of the relevant operating system and the 
standard texts of TRAVIC-Sign are used for the user navigation.

  Security processes

The security processes supported by TRAVIC-Sign adhere to 
the DK standards and are described and defined in 
the HBCI, FinTS and EBICS specifications.

TRAVIC-Sign supports the following security processes:

 � RDH-1 to RDH-10 (FinTS, HBCI)
 � RAH-7 to RAH-10 (FinTS)
 � A004, A005, A006 (EBICS)
 � ZKA TAN generator (HHD 1.4) via USB or Bluetooth

Some of the security processes named are bound to specific 
security media. TRAVIC-Sign adheres to the specifications for 
security media.

The security function for the ZKA TAN generator is used to 
transfer the transaction display, show it in the smartcard 

reader and return the calculated TAN to the web application.

  Certificate management

TRAVIC-Sign provides universal access to smartcards, also in 
a browser context. Therefore, TRAVIC-Sign also supports the 
process that apart from the public key of the inserted smart-
card also this key’s X509 certificate which was generated by a 
Certificate Authority (CA) can be stored on the smartcard .

This complex operation is performed in a number of steps 
using secure messaging messages with any web application 
(card reader manufacturer). In the first step, TRAVIC-Sign 
transfers on request (function call) the public key requested in 
the call up to the addressed web application. 
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For questions and further information
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Michael Schunk 
Tel.: +49 40 227433-1315 
Mobile: +49 170 8527526 
michael.schunk@ppi.de

PPI AG 
Moorfuhrtweg 13 
22301 Hamburg  
www.ppi.de

TRAVIC-Sign
Comprehensive service function for smartcards

The web application can determine or request further attribute 
data required for the CSR process (Request for Certificate), 
and submit to the CA the task to generate an X509 certificate. 
The CA generates the authorised write task for the authenti-
cated certificate and transfers it to TRAVIC-Sign as a secure 
messaging order via the web application. TRAVIC-Sign for-
wards the task to the smartcard. The smartcard authorises the 
write task, and saves the received certificate on the smartcard 
if its check was positive. The customer must authorise the 
access to the smartcard by entering a PIN.

  Further options

TRAVIC-Sign’s secure message communication allows any 
applications of the inserted smartcard to be controlled using 
the related commands. Thus, native cash card payment func-
tions or the management of pre-paid cards are possible with 
TRAVIC-Sign.

  Service functions

Smartcards require a range of service functions. For example, 
users want to be able to set their personal PIN at all times. 
This function is supported natively by TRAVIC-Sign. A user can 
change his personal PIN as often as he wants.

Of course, TRAVIC-Sign automatically detects the first usage 
of the smartcard (when a predefined transport PIN must be 
replaced with an individual PIN) and gives the users instruc-
tions to take them through this process.

Smartcards that are locked due to incorrect entries can be 
unlocked by entering the PUK. TRAVIC-Sign automatically 
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detects locked smartcards and requests the PUK from the 
user in such cases. It is possible to deactivate this function via 
the web application.

The EF notepad and the hash values of the bank keys on the 
smartcard can be edited via the web application. In this way, 
the data saved on the smartcard can be modified when ,for 
example, financial institutions are merging .

Driverless smartcard readers based on the DK standard are 
detected automatically by TRAVIC-Sign.

Signatures can only be made securely when all the data to be 
signed is actually available at the location of the signature gen-
eration. For this reason, for corporate customers TRAVIC-Sign 
supports the signature generation of payment order files in the 
browser at the work station. Here TRAVIC-Sign reads the pay-
ment transaction order file directly from the hard disk, checks 
the syntactic structure, generates a content check display, 
creates the file hash value and the signature, and sends all the 
locally generated partial values together to the web applica-
tion. This makes it impossible to manipulate the file on its way 
from the customer work station to the web application.

TRAVIC-Sign provides the option to request a smartcard for 
the signature generation via an EF ID. The web application can 
also request specific classes of smartcard readers (I, II, III, 
Secoder) for the signature generation. In this case, unsuitable 
classes are rejected.


